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COMMENT FOR INTERNAL STAFF USE (Not to go forward to the Division) 



COMMENTS AND RECOMMENDATIONS (To go forward to the Division) 

The removal of CATOPHAT/3 , 4 , 9 , 13 , and 14 from this project and 
placing them under OOA precludes a thorough review of the operation, 
its accomplishments and/or failures and utilization of assets. Cl 
Staff therefore recommends that CATOPHAT be rewritten to include all 
assets, regardless of what salary arrangement they are working under 
or frequency of meetings. Also, it is requested that the operational 
approval status of CATOPHAT/1, 13, 18, and 19 be clarified be either 
obtaining the necessary approvals or submitting formal termination 
requests to CI/OA. 
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i. 8 OCT 1969 



MEMORANDUM FOR: Assistant Deputy Director for Plans 

THROUGH: MPS/BG 

SUBJECT: CATOPHAT 



1. CATOPHAT supports the acquisition of access agents 

for use against Soviet Embassy and Trade Mission Personnel 
in Germany^ This action requests renefal for FY 1970 in the 
amount off }ln?cFY 1969^ ms authorized. The 

sizable reduction was occasioned by the* dropping of a number 
of agents who proved non-productive. 

2. At present CATOPHAT funds four support agents: a 

husband and wife safehouse team, the German chaufeur provided 
by certain German coppanies for the use of Soviet Trade Mission 
Officials and a Hungarian journalist who provides biographic 
and assessment data on Soviet officials. Salaries for this 
group make up more than half the total authorization sought. 

The balance is for developing new contact assets. In effect 
this project provides developmental funds outside those 
authorized by[_ JjQOA. 

3. To date accomplishments under this project have not 
been impressive. Nevertheless, if the Station is to conduct 
effective operations against the Soviet target, it must 
develop access agents. The present renewal action indicates 
that the operations covered will be more critically scrutin- 
ized and controlled. The FI Staff recommends approval. 
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PROJECT CATQPBAT BKSEWAL 



s • JISSE3«EL 

1. CATOPBAT is the cryptcnyn intigMd to the WHBAB8H 
Knbaaay located near Mo, V»«t Gernany . CAPAYOPF Is the 
Cryptony* issinwd to the ifiBBABfiH Trade Hiss ion located is 
Cologne, West Qaraany . Project CATQPBAT Is an operation 
directed against CATOPHAT, CAPATOIT asd the personnel a»- 
elgaed to both Installations. Of the 89 persons officially 
assigned to CATOPHAT, 3? are tenses or suspect seabers of 
WBHARIW intelligence. Of the 73 parsons officially assigned 
to GAWAtOfF, SI are (moan or ana pact neafeers of WKHAB8H 
intelligence. 
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six. mposs 

2. To acquire posit ive intelligence information ea 

MBBAitiB Military research, Military tad political plans and 
MHUMBf intelltgeace activity through the reerultssnt or 
dtf««tioa of personnel assigned to CATSP8AY and CSIMVQVT, 
vlth priaary asphasis on thus* nafc ora of the KBBASSB Intel- 
llgaaca services who are soot likely to havn access to such 
laf orsstloa. (Priority A-l of tba currant [ [ 

Operating Direct Ira) . u J 

3. To acquire count or -iota 1 1 igenee ini or nation rela- 
tive to MBMBW clandestine activity conducted by C&T0PH4T 
and Ctnwr personnel, ** pee tally that which is dire© tad 
agalsst YOtJUPf interests. 

IT. PgaOUPTIOS 

4. CATOPHAY is designed to develop a stabla of controll- 
ed aasats who can provide aasasssant and vulnerability data 
a» tba Station* a MBBBB targets* Currant assets ara as 
follows i 

A. CATOPHAT 112-4 husband -and -wife toss 
which acts as UP keepers for an audio operation 
directed against a pr inary Station target. 

8. GAYGP&AT 13 - A 30-year old Gersan national 
who is enployed by several Oeman conpanloa as a 
chauffeur for two GAPAYQYF officials. 8a reports 
on the itinerary of these officials and on their 
activities and contacts while visiting Oeman firm. 

C. BXf&OffS - A 86-year old So&garian journal- 
ist who provides assessment and biographic data on 
GAYQP8AT officials. 



T. 
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5. During Spring 1948, the KRBARSB branch^ 



' ) This has ^ 



ilted in a closer and sore natural assoc i*tl 0 »-bf MHHASSJB 
branch officers with the local dip loss tie and Oeman coenauni- 
ties, the principal allies la which CATOPHAT personnel operate 
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A. la Hovenber 1938 the CALLIKAK monitoring 
responsibility far the CATOPHAT and CAPATQFP 
lMtalUtioBS tu taken over by KHQR08H author It lea. 
Although this resulted la a temporary hiatus la this 

important coverage , the floe of operational inf or- 

■at ion from this source has restated. The rev ASSOSST 
naterlsl (CALLIKAK on CATOPHAT sad specified CATOPHAT 
personal residences) is currently passed to the A8K8U0> 
teas, with the transcribed results sad used tapes being 
returned to CAWHlffiNBL. Only recently has the CAFATOF? 
GAUiXKAK coverage (under the emtrol of CAT08K) reeused 
aad in this case, only the finished CATUSK reports ere 
passed to STBOCK. 

B. Xa Fall 1998 the major operational effort of 
the HHHAB8H breach was directed against two member* of 
CATOPHAT, who were the AEKIOL aad AXQ&X? residents , 
respectively . As a by-product, this effort hes led to 
a revised Method of handling loads provided by CALLIKAK 
and CAPRA IRIX, which in turn has resulted in an earlier 
identification of CA TOPHAT/CAPA YOFF contacts. 

C. During old -Winter 1998 Soviet be- 

gan a search for controllable access agents a song ' 
varied groups of people, who although perhaps presently 
no in contact with Mesbers of CATOPSAT/CAPAIOFF , could 

bo placed in positions in the local diplomatic and German 
commit ies where they would have an opportunity of 
establishing Meaningful access. Our chief criterion 
in selecting such people is that they have the necessary 
attributes needed for good access agents. It is hoped 
by this Method to broaden the scope of our attack on 
the local Soviet target. 

VI. ACCOMPLISHMENT 

9, ibis Project is not designed to produce intelligence 
although HX&SOliS was the source of severe 1 disseminators during 
the past ysar. Bis production was reviewed in the CA8JE80 Pro- 
ject 
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7. The aajor product of this Project too been and pro- 
bably will eontiiiw to he operational a ad counter -Intel 1 igeace 
talamtioo c oncer a lag the persona and activities of the 
CAT0H9AT and CAPAYOFF installations. This type of information 
has Increased oar operational Intelligence holding* on both 
the CkfQMlT and CU1TQ9T target* and ha* aliened on* success- 
ful MO aetiea la liaise* with CltBIOS. We do sot expect 
asp significant lacrease is Meaningful, hard intelligence 
reporting, in keeping with tie above stated Paragraph 8 
per pane of this Project, until as BHHAB8B Intelligence officer 
has bees recruited and is fully cooperative. 

S. During the past Project year CATOPBAT asset* have 
provided biographic and assessasat data on na share of CATOPBAT 
a ad CAPAYOFP with when they have had contact , one knows ABQ&IP 
officer ana PBG'd, aad the number of intelligence diaseaiaet ions 
increased slightly. Three of our CATQPBAf agent assets can be 
considered as genuine access agent* to the CATOPHAT/CAPATOfT 
targets. Because of the successful MB actios, oat of the 
three has else* been terminated. The concentrated effort against 
two specific targets (stationed in pa regraph 5-B. above) has 
developed e mater of leads, who nay be turned Into trim access 
agents and thereby increase the effectiveness of the Project in 
the gathering of operational intelligence. As noted above, we 
are new engaged in a concentrated effort to build up e stable 
of controlled agents when we can conit as circus* tances require 
age last targets of our choice. 

▼ii. pbobums 

9. As in ell areas of the world, HBBacSB being no excep- 
tion, there are certain ge acral problem related to operating 
against the BBBABgH target, none of then iaeuraounta ble . They 
are mentioned hare as a natter of record. 

A. Woo-coaaKtniet contacts by CATOPBAT/CAPAYOFF 
members are either pursued is keeping with the 
official functions of the individual amber's overt 
position, or if test mem other purpose, have the 
ease ties of that member's superior . la;, 1 

search for access agents, this KBHAftSH tactic 
generally serves to limit the types of persons from 
which RVROCX can pick and chose, but fortunately 
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CATOl>HAT/CAPATOrF maintain such a large group of c<ua- 
tacts, that lack of ntabert ti such p o os* as problem. 

Those GHXVSftf/aMTWr contacts who la genera 1 are 
set eager to assist ttVROCK fall into the follow lag 
groepsi fwimtawa having dealings with the Cessna 1st 
Bloc and persons of as ideological stripe, who if not 
necessarily pro co — raa lst are certainly set viliitf to 
•tick their seek set for the Vest. Fortunately there 
are assy contacts who do not fall into sitter one group 
or the other, ate there are exceptions to the rale ewe* 
within these groups* 

B. the second problem area relates to aacar tale- 
log which of the saay GATOP8AT/C&PAY0F7 contacts are 
likely to te willing to offer we their services if 
proper ly approached. CttUBil provides the vast 
majority of leads to all the overt CATOPHIT/dfAYOr? 
coe tacts ( bet it does no n ore than that. The greatest 
problem is to acquire the n e cessa ry nans semen t data 
oa tech of these contacts te order to determine which 
of them is likely to te cooperative. For those who 
are antes of the diplomatic eoeasBlty or resteeet in 
the local IfllWfBt or third national eoswsolttes, this 
is usually so grant problem, Per the easy outside 
the e forewent ioaed cmeaiiinlties, it Is sore difficult 
ate time-eensteteg to gain access to then and the 
aster ate typos of approaches possible are coteidfer- 
ably more limited* One additional problem concerning 
the acquisition of agents for we against CAY0P8AY/ 

CAPATWI is the snail geographic ate population sphere 
te which the target ate Its contacts move, this factor 
dictates that groat care ate caution te need te assessing 
ate dews loping agent candidates for use against the tar- 
get* lest KteCSw efforts come to the attention of the 
KRBABBBor* before the agent candidate is fully recruited 
ate a clandestine relationship has teen established. 

Id. The foregoing problems do present obstacles te the way 
of achieving the objectives of this Project , but the possibili- 
ties for acquiring significant intelligence through the success- 
ful recruitment of select BBiMB X8 officers assigned to 
GATQPHAT or CiPAYOfT sake* the effort to overcome such testacies 
more than worthwhile. 
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IX. opera t ioaa 1 assets of till* Proj«ot are b»wll«<i 

by [ >ernoa**el7, 1 GATOPBAY/1 i«i CATOPSAT/ 

2. a husband and wife team, are probably witting of RVEOCK’e 
role because GtTQRUT/1 le » loner CAVHXSPS& employee. The 
rink of ei»m«M» at in the event of compromise with »njr of 
tbe aforementioned or any other present OfQfttT tenet in 
•Mil. An other individual tenet* ere developed, they also 
will be handled by C~ J3. 



lft. C 



in pUnnlng to 188111 L CATOPHAT/ld 



os an appropriate occasion, epee if lea liy to establish that bo 
ten Mat divulged bin eontaet with a 1QLA0T IS to any unaatbo- 
rined persons ud tint be ban not wittingly cooperated with 
VHHAMH 18. SXS&OftK will be 808*1 Bled in tbe near future 
to complete establishment of bin boot tides. Soring tbe pant 
project year several marginal CATOPBAT anaetneare dropped 
without prejudice. There were no result lag adverse security 
problem. At tbe present tine there are no known security 
problem eoneeraing tbe other CATOPSAT agents. 

mi. CWttWTMl 

13. There In no inter-agency coordination required for 
thin Project. 

IX. PMgg 

14. Considering tbe far greater else of the CAXQPBAT/ 

CAP A YOST tercet relative to the operational elenent J 

f Jit in necessary to concentrate United BV&SCK 

Manpower on select , prlaary targets, who are knows or suspect 
Intelligence off leers and who, if recruited , offer the bent 
chances of fulfilling the paragraph 2 parpens of this Project. 
Concentrated effort will be directed against other Members of 
CAYQ9SAT/CAPAY0PF (including eon- 18) only when there are indi- 
cations of vulnerability, which can be parlayed into recruit - 
went. Although these personnel are not likely to provide 
significant bard intelligence responsive to the pnra graph 3 
purpose of thin Project, they would he valuable assets for 
operational and counter- intelligence (paragraph 8 purpose) os 
the CATOPHAT/CAPAYOP? target and vulnerability and a seven sent 
data on pr inary target KHBABSH intelligence off Imre. 
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15. In orde r to acquire tha vQlMnbilttx ant asatsawst 
data Mcaaaarj for determining which of the prtnr/ target 
SBUfflffi intelligence office*** the beet recruit went or 

defeet lea proepecte, [ j Is making a major effort 

to expend ite stable of eocene agents capable of assessing 
and develop lag WBMUBfl intelligence off tears, is as effort to 
increase the total number of persons available la this category, 
greater attention is be lag given to that group of people al- 
ready in the diplomatic a ad local German rnasnnltloa . who al- 
though they do not presently tore contact with nenbers of 
ClftPSlT/QlPiTQsn 1 , could be pat into such contact. An increased 
effort is being nade to locate persons having no present con- 
tact with the CATGP&AT/CAPAYOFF target or a ay reason to have 
contact, hut because of intelligence and pereonal qualifications 
are good access agent Material. It is planned to train then 
and place then in the local diplomatic and German communities 
where they will have an opportunity to gain access to nenbers 
of CATOPHAT/ CAPA TOFF . (see paragraph &-C, above). This 
approach will also allow the placement of fully recruited 
agents in IBSSSffl companies doing bas loess with ttBHASBH and 
having contact with members of CATOPEAT/CUUMYOFT . This will 
obviate one of the njer Obstacles in gaining access to target 
personnel mentioned in paragraph M, above. 

Id. Though Maters of the Bast Bloc official and semi- 
official communities arc not first priority recruit me at tar- 
gets, close scrutiny is being given those select few who have 
continuous and olose contact with primary target BHBARgB 
intelligence officer* resigned to GAW&AT end CAPATOFF. It 
is recognised that considerable tine and effort in required to 
effect the recruitment of a Bloc person and only those persons 
will ho considered who set only already have the desired access 
but have previously shewn themselves to have vulnerabilities 
which would make them good recruitment prospects. 

X. 

17. The estimated expenditures for this Project for the 
period 1 duly IMP through 30 June 1970 total L_ [in 

the current Operating Program 7 “7 as projected far 

CATQPHIT. Funds requested fer'F? 70 are to be expended in the 
following manner i 
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A. Agent salaries, operational txpoaavt and 
special boons** . 



CAT0P8AT/1 sad /% 
CAfOPHAT/16 



B. Rental of hotel rooas for 
operational pwfom 

e. ■ lace lla neons supplies 



$ 1,«S9 

c J 

c- 3 

c 3 

c* 3 



D. H loco 1 la soon expenses sad norvlt- 
■oat of non asoots (to iaelade 
eater taiaaeat , ops expenses, spot 
pa/antt) c j 



TOW) 



C 31 



rr 

3 



IT 70 



_? 



C 



3 



IT 71 

^ . 37 
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